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Notices 

Copyright © 2005 Saxonite Limited. All rights reserved. 
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Overview  

ArtiSan integrates seamlessly with the Microsoft Outlook mail client and provides 
individuals and administrators with tools that satisfy both the desire for freedom and the 
need for control over their mail store. With ArtiSan, both archived and non-archived email 
remains accessible to the end user, yet can be controlled and managed by administrators, 
providing the best of both worlds. 

• For IT Administrator s, ArtiSan is a policy-based tools for managing the size, 
performance and service level agreements regarding the enterprise mail server 

• For the legal department, ArtiSan helps to eliminate risk, exposure and policy 
violations 

• For the enterprise, ArtiSan significantly reduces overhead costs by: 

·  Centralizing email storage and reducing the burden on the enterprise mail system 

·  Optimizing email storage for ready access by users 

·  Eliminating the risk and exposure that the use and abuse of personal mail 
folders can cause 

• For the individual mailbox owners, ArtiSan eliminates the problem of lost email, 
while still allowing the end user to enjoy all the freedoms and benefits of a 
personalized, infinite mailbox. All email remains available to the end user, per 
corporate retention policies, regardless of how old. Archived mail is represented by 
an archive icon on the Outlook interface, that when opened, initiates retrieval and 
viewing from the ArtiSan Archive 

Key Features 

ArtiSan key features include the following: 

• Optimizes email storage, thus significantly reducing overhead costs in a risk-free 
environment 

• By reducing mail store size, mail server stability, performance and total capacity are 
greatly enhanced 

• System administrators can set archiving policies to be implemented based on firm, group 
or employee. Policies can initiate archive based on message size, message age, mailbox 
size, mailbox owner or a combination of these and other attributes. Archiving can be set 
up on a pre-defined schedule (hourly, daily, weekly, monthly) or on demand. 

• Message restore capability 

• Provides and immediate ROI, especially as part of a larger migration project that can cut 
the number of mail servers and licenses required by more than 50%. 

• Dramatically improves mail server recovery time and minimizes the backup/recovery 
windows for critical enterprise mail servers 

Access to ArtiSan for Internal Users  

ArtiSan operates by moving the contents of email messages and/or attachments from the 
Microsoft Exchange Server’s Information Store to less expensive near-line and offline 
storage media. When a message is archived it is replaced with a “stub”. The stub is a small 
HTML file with HTTP requests that contain the fully-qualified domain name of the 
ArtiSan server and the reference number assigned to the message at the time of archival.  

When the user clicks a link to view or restore a message, the command is sent to the 
ArtiSan server via HTTP. The ArtiSan server validates the user’s credentials to make sure 
the user is allowed to restore this message, replaces the message in the MS Exchange 
Information Store, and notifies the user that the restore has taken place. If the user wishes 
to simply view the message (but not restore from archive), the ArtiSan server retrieves the 
message and displays it in a new browser window.  
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For this to occur, the following must be true regarding users:  

• The location of the ArtiSan server can be resolved locally (i.e., the browser will be able 
to resolve “ammxserver.company.com” to the IP address of the ArtiSan server on the 
corporate network).  

• End-users can make HTTP requests of the ArtiSan server within the corporate Intranet.  

• End-users can authenticate using their domain credentials  

Access to ArtiSan for External Users (OWA and Outlo ok RPC 
over HTTP)  

Access to archived messages requires the same access and authentication capabilities for 
the external user. However, there are additional factors such as the need to secure access 
to the internal network resources (Exchange servers, web servers, etc.) from the outside.  

Provided that your firm has an already-operating OWA (Outlook Web Access) capability 
for external users, ArtiSan can be configured to provide the ability to retrieve stubbed 
messages without requiring changes to the corporate security configuration. This is 
achieved via the AMM Proxy Server, which receives the request from the user, validates 
the user and communicates with the corporate ArtiSan server, and forwards its 
responses to the client, using only the IP ports used by HTTP.  

The AMM Proxy Server runs on a machine alongside the Exchange Front-End server (or 
on the Exchange Front-End Server itself). This machine must be inside the corporate 
firewall but accessible from outside the corporate network using a public IP address, and 
must have access to the ArtiSan server on the corporate network.  

Your firm must add a host record file to the public DNS database associating the fully 
qualified domain name of the ArtiSan server (i.e., “ammxserver.company.com) with a 
public IP address, HTTP requests for that address must reach the AMM Proxy Server 
(whether by routes or firewall rules or Network Address Translation.  

Administration & Configuration Interface 

ArtiSan includes a Web Interface – called the ArtiSan Manager - by which ArtiSan can 
be administered and configured. 

After ArtiSan and all associated services are installed, you can locate the AMM Manager 
in the following directory: C:\Inetpub\wwwroot\AMManage r. Access the 
AMM Manager via <AMM server name or IP address>\AMManage r. 

Tip: Creating a shortcut on your desktop or Add to Favorites via your browser will 
allow you quick access to the AMM Manager. 

The AMM Manager interface is comprised of four sections, or tabs. 

The Admin UI is comprised of seven sections, or tabs.  

1) Home – default starting page, identifies the product and the release  

2) Configuration – allows you to specify where ArtiSan stores and retrieves program 
files an web services, set ArtiSan password(s) and License information  

3) Settings – allows you to specify default settings, filtering and additional system 
options  

4) Storage – allows you to specify one or more storage locations and configurations for 
the archive  

5) Rules – allows you to create Rules against which to scan and archive/stub messages  

6) Monitoring – shows a point in time snap-shot of basic system statistics  

7) Log – displays the ArtiSan application log file, allows for increased level of log 
information as well as system diagnostics  
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Configuration  

Overview 

All of the Configurations of the system including scheduled archive periods, and the 
various rules and actions (discussed in following chapters) are administered centrally 
through the Admin UI. Note that the individual Outlook users are not able to change the 
rules or actions applied to any folder within their mailbox.  

The shipped product provides a set of default configurations to be used as a starting point 
for administrators. In many cases very few modifications need to be made to the defaults.  

The main configurations are the name and user accounts required to access the Active 
Directory Server and default Exchange Server used by ArtiSan to get information about 
users and their mailboxes, and sets of credentials to use for ADS, Exchange and the local 
AMM database.  

Refer to the Figure below for completing the Configuration tab of the Admin UI.  

Note: The paths shown are for informational purpose s only. These paths are 
set on installation.  

 

Figure One: Sample Configuration options 

Program  

By default, the installation of ArtiSan places the program in the following location: 
<INSTALL_DIR>\Program Files\Saxonite\AMM , where <INSTALL_DIR> is the 
location where ArtiSan was originally installed.  

• Program Path – typically 

<INSTALL_DIR>\Program Files\Saxonite\AMM\Bin . 
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This folder contains :  

·  Various AMM executable files  

·  Various .DLL files (dynamic link library)  

·  Various .BAT files (batch)  

·  Various .PDB files (database-related)  

·  Regevent.VBS  

• Data Path – typically 

<INSTALL_DIR>\Program Files\Saxonite\AMM\Data . This folder contains:  

·  Sub-folder “Store”  

·  Log file  

·  Stats files  

·  Rules file(s) – this file will be created the first time the AMM Manager is used  

·  Various SQL files  

·  template.htm  

• Main Retrieval URL – The location/path of the web service from which ArtiSan 
retrieves archived messages  

• Rules File Name or URL – The name of the file that stores the ArtiSan Rules (as 
created under the Rules tab). The default file name is Rules.xml and default location is 
<INSTALL_DIR>\Saxonite\AMM\Data  

• Manager Access List – The Active Directory User Group allowed access to this 
interface (Admin UI)  

Active Directory  

ArtiSan relies on Active Directory to determine the Groups, Users, mail folders and Public 
Folders that will be acted upon by the rules. The Active Directory portion of the 
Configuration setup contains the following entry fields, which can be edited to reflect your 
specific installation:  

• Server Name or IP – The name or IP address of the Active Directory Server (ADS)  

• Domain Name – The Domain name of the ADS  

• User – User ID used to log in to the Active Directory  

• Password – Password used to log in to the Active Directory  

• Confirm Password  

Changing the AMM user account password  

The AMM user account password can be changed as needed – for example, the password 
was entered incorrectly during installation, or perhaps your security policy may dictate 
passwords be changed if an administrator leaves the company. The Active Directory User 
and Password reflects the username and password for the AMM user account. Changing 
the AMM user account password for all services this account touches requires the 
completing the steps below.  

1) On the Configuration tab of the Admin UI, enter the new Active Directory Password  

2) Confirm the Password and click Apply to save your changes  

3) Click Start>Run  

a) Enter cmd and then press Enter on your keyboard  
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b) When the command prompt opens, type the path to the \Bin directory of the 
ArtiSan installation (typically <program drive):\Program Files\Saxonite\AMM\Bin) 
and press Enter  

c) On the next line, type Scheduler /Service and then press Enter  

d) On the nest line, type Requestor /Service and then press Enter  

e) On the next line, type Migrator /Service and then press Enter  

f) Close the command prompt window  

4) Set the Requestor Permissions – choose the option appropriate for your environment 
(Windows 2003 or Windows 2000) 

Windows 2003  

a) Click Start>Run  

b) Enter dcomcnfg and click OK  

c) In the left-hand pane, navigate to Component Services/Computers/ My 
Computer/DCOM Config  

d) In the right-hand pane, right-click Requestor and select Properties  

i) Select the Security tab  

ii) Under the section “Launch and Activate Permissions”, select Customize and click 
Edit  

iii) Click Add  

(1) Click Advanced  

(2) Click Locations  

(3) Select the server you are currently logged in to, and then click OK  

(4) Click Find Now  

(5) Select Authenticated Users from the list, and then click OK  

(6) Click OK  

ii) Select Authenticated Users in the top field  

iii) Check the boxes for Allow for both “Local Launch” and “Local Activation”  

iv) Click OK  

e) Click OK and close the Component Services dialog window  

Windows 2000  

a) Click Start>Run  

b) Enter dcomcnfg and click OK  

c) Select the Applications tab  

d) Scroll through the list and select Requestor  

e) Click Properties  

i) Select the Security tab  

ii) Select Use custom launch permissions and click Edit  

iii) Select Domain Users in the top field  

(1) If Domain Users is not present, click Add, enter Domain Users and click OK  

(2) With Domain users highlighted, select Allow Launch from the “Type of 
Access” dropdown  

iv) Click OK  
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f) Select the Identity tab  

i) Select This User  

ii) Enter the AMM user account details into the User and Password fields (for 
User, use the format <domain>\<AMM user account UserID>) Tip: Click Browse 
to select the AMM user account from a list instead of typing the information into 
the User field.  

iii) Click OK  

g) Click OK and then close the Component Services dialog window  

5) Set new AMM User account password for AMM Requestor service  

a) Click Start>Settings>Control Panel  

b) Open Administrative Tools  

c) Open Services  

i) In the right-hand pane, right-click AMM Requestor and select Properties  

ii) Enter the new AMM User account password in the Password and Confirm 
Password fields and then click OK  

d) Close the Services window  

Database  

The ArtiSan Archiver uses an MS SQL Server database to record meta-data information 
about messages that are archived. The Database portion of the Configuration setup 
contains the details of the SQL account to access this database. This section contains the 
following entry fields, which can be edited to reflect your specific installation:  

• Connection String – The connection string to the Archive database, in the format “Data 
Source=<server>;Provider=<Archive Database Server>”  

• DB User – User ID used to log in to the Archive database  

• DB Password – Password used to log in to the Archive database  

• Confirm Password  

License Information  

ArtiSan ships with a temporary license key that is good for 1000 users for one (1) calendar 
month from the date and time of installation.  

• License Key – Current active license key  

• Machine ID – The ID number for the ArtiSan server  

• License Expiry – The date on which the current active license key expires  

• Number of Users – The number of users for which the current active license key covers  

• New License – The new license key information. Upon initial installation this 
information is entered.  

Warning: Be sure to click Apply  to save any changes fore moving onto another tab, 
or closing the Admin UI.  
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Settings  

The Settings tab allows configuration of many system default parameters and options for 
how data will be processed, archived and stored. Filtering of various Exchange entities are 
also configured in Settings.  

Refer to the Figure below for completing the Configuration tab of the Admin UI.  

 

Figure 2: Sample Settings page  

Defaults  

The Defaults refer to Global defaults for which ArtiSan uses to process items.  

• User Message Template – Enter the name of the file that holds the message the Outlook 
user sees when archived messages are stubbed. The file name is template.htm , and can 
be located in <INSTALL_DIR>\Program Files\Saxonite\AMM\Data. The installation 
includes alternate template files which can be used and customized if desired.  

• Default Retention – The desired amount of time (Years/Months) to retain messages. 
This pertains to messages archived by ArtiSan.  

• Auto Delete Store Item after Retention – Check to automatically delete items after the 
retention time period expires as specified above. If not checked, nothing will be deleted 
when the default retention expires.  

• Orphaned Exchange Item Action – The action to take when a stub is encountered that 
is no longer associated with a message in the archive. This may occur if the original 
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message has been purged from the archive, but the user has retained the message stub 
in their mailbox  

·  No Action  

·  Delete – The stub is deleted from the mailbox  

·  Restub – The stub is ‘stubbed’ with a message indicating the original message 
is no longer in the archive  

• Scheduled Period – The time frame (in 24-hour time format) for the period during 
which the ArtiSan scheduler service would be looking at mail in mailboxes and 
making decisions about whether to archive them or not. If you are outside the 
scheduled period, the scheduler puts itself to sleep until the start of a new scheduled 
period. The default is set at 00:00 to 00:00 which means that the AMM Engine is 
taking action on messages “all the time.”  

Altering the User Message Template File - template. htm 
(optional)  

The HTML template file can be edited or altered if desired. ArtiSan ships with three 
variations. The default file is templaet.htm . The two alternative files are 
alt_template.htm and alt_template2.htm . These are all located in 
<INSTALL_DIR>\Program Files\Saxonite\AMM\Data.  

These files can be edited as described below.  

Note: Before altering the default template.htm file , create a copy for backup 
purposes.  

1) Navigate to <INSTALL_DIR>\Program Files\Saxonite\AMM\Data and Open 
template.htm with Notepad  

2) You may ONLY alter the text stating that the message has been archived. Default: 
<TD VALIGN="top"> This item has been archived by Mailbox Manager. </TD> 
Text you may alter: “This item has been archived by Mailbox Manager.”  

3) Save the file and close Notepad  

Tip: Additional changes (i.e. background color, font style) can be made to the 
template file with html.  

Filters  

ArtiSan uses Filters to determine what must be scanned to search for items matching the 
criteria set forth in the Rules.  

Warning: For each, the default is Exclude, with nothing specified. Left as such, all 
mail in all Stores/Server/Groups/folders will be evaluated to see if they trigger any 
Rules (see Chapter 5: Rules) when ArtiSan is started.  

Warning: Do not Exclude a Server or Group to which the AMM User account 
belongs. If you choose to Include only specific Servers and/or Groups, be sure to 
Include the Server and/or Group to which the AMM User account belongs.  

• Info Stores– Select whether you would like to Exclude or Include specific Info Stores. 
Enter the “distinguished name” of one or more Stores, separated by semicolons.  

·  Choose Exclude if you wish to run AMM against all Stores except the specified 
Store(s)  
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·  Choose Include if you with to run AMM against only the specified Store(s), 
ignoring everything else  

• Servers– Select whether you would like to Exclude or Include specific mail servers. 
Enter the “net-bios name” of one or more mail servers, separated by semicolons.  

·  Choose Exclude if you wish to run AMM against all Servers except the specified 
Server(s)  

·  Choose Include if you with to run AMM against only the specified Server(s), 
ignoring everything else  

• Groups– Select whether you would like to Exclude or Include specific Groups. Enter 
one or more Group names, separated by semicolons.  

·  Choose Exclude if you wish to run AMM against all Groups except the specified 
Group(s)  

·  Choose Include if you with to run AMM against only the specified Group(s), 
ignoring everything else  

• Folders– Select whether you would like to Exclude or Include specific Folders. Enter 
one or more Folder names, separated by semicolons.  

·  Choose Exclude if you wish to run AMM against all folders except the specified 
folder(s)  

·  Choose Include if you with to run AMM against only the specified folder(s), 
ignoring everything else  

Example:  

Include Servers: ServerA; ServerB  

Exclude Folder: Personal  

Result: All mail in all folders except the “Personal” folders, for all Groups, on ServerA 
and ServerB only, for all mail stores will be scanned and evaluated according to the Rules.  

Testing  

On first install, the administrator typically configures ArtiSan to run in Test Mode. In this 
mode ArtiSan restricts its activities to a single account. You can also use the interface to 
restrict the folders examined by ArtiSan. This is useful in evaluation as it allows you to 
keep a pool of clean un-archived messages in the test account that can be copied to run 
test scenarios. In addition, ArtiSan allows you to specify a context in which to evaluate 
rules against this test account. Consequently, you can specify that this test mode account 
be run with a particular set of rules associated with a real user.  

Warning: Only complete the Test Mode account information when you wish to test. 
You can either Test OR run against all mail accounts. If you have entries in the Test 
Mode section, AMM will be running against ONLY this test account.  

• Account – The name of the Outlook account to be used for testing purposes. This must 
be an actual mailbox with mail messages.  

• Alias – The name of the Outlook account whose Rules you wish to use for testing  

Example:  

Account: testmailbox  

Alias: johndoe  

Result: Use the Rules created for “johndoe” to test against the mailbox for “testmailbox”.  
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Options  

The Options below are global options and reflect actions taken when ArtiSan scans the 
mail system.  

• Process All types of items (mail, contact, calendar, task…) – Check to process (and 
therefore archive) all Outlook items and archive according to the Rules. If left unchecked 
only mail and documents will be processed.  

• Process Deleted Items folder – Check to process items in the Deleted Items folder and 
archive according to the Rules. If left unchecked, the Deleted Items folder will not be 
processed.  

• Process Public Folders – Check to process items in the Public Folders and archive 
according to the Rules. If left unchecked, the Public Folders will not be processed.  

Warning:  If there is a large amount of data in the Public Folders, choosing to process 
Public Folders may have an impact on performance.  

• Allow Users to Bulk Restore Public Folders – If this checked the Rules page will 
present an option for  Groups, Users, Individual groups and individual users to Bulk 
restore Public folders via the User Maintenance page (see below).  

• Stub Attachments Only – Check to process ONLY the message attachments according 
to the Rules. The message itself will not be stubbed, only the attachment (i.e. If checked 
and satisfies a Rule that includes creating a stub, the attachment will be stubbed, not the 
message itself).  

Warning: If checked, OWA users will not see the stubbed attachment.  

• Show Attachments on Stubbed Items – Check to show the attachment within a stubbed 
item. This option does not apply if “Stub Attachments Only” is checked.  

• Minimum Period Before Re-Stubbing a Message – Select the amount of time after 
which a restored message will be re-stubbed. The available options are: 1 day; 2 days; 3 
days; 4 day; 5 days; 6 days; 7 days; 14 days. Defaults to 1 day.  

• Pause Between Scans – Select the amount of time to pause between scans. The defaults 
are: 30 seconds; 1 minute; 2 minutes; 5 minutes; 10 minutes; 30 minutes; 1 hour. Defaults 
to 1 minute.  

Warning: Be sure to click Apply to save any changes fore moving onto another tab, 
or closing the Admin UI.  
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Storage 

Overview 

The physical location(s) of the archive is setup and created via the Storage tab. By default, 
this has the NT File System (NTFS), but could also contain custom storage drivers. 

You can have more than one store. If more than one store is configured, data is sent to the 
correct location based on the configuration policy. Additionally, data can be migrated 
from one store to another, based on policy. 

Refer to the Figure below for completing the Configuration tab of the Admin UI. 

 

Figure 3: Sample Storage page  

ArtiSan uses the information supplied during installation to create a “Default” Storage 
Driver.  

• Select a Store to display its details – upon completion of installation, a Default Store is 
created. If multiple Stores exist, select the desired store from the dropdown  

• Name – Enter a name to uniquely identify the Store  

·  Enabled – Check to enable this Store  

• Type – The type of Storage System  

·  NTFS  

• Date Range – The number of days ago after which all items will be stored on the 
specified Storage Driver.  

• Path – The fully qualified path to the desired NTFS store.  

• Permissions – Check to allow permissions.  

• Number of Archived Items – The number of archived items in the specified Storage 
Driver  
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Example: You have two Storage Drivers named “30Days” and “Older”  

Storage Driver Name: Current  

Date Range: Up to 0 days ago (today)  

Storage Driver Name: Older  

Date Range: Up to 30 days ago  

Result: Any items older than 30 days will be stored on the “Older” Storage Driver. All 
other items (within the last 30 days) will be stored on the “30Days” Storage Driver. As an 
item ages to more than 30 days, it migrates to the “Older” Storage Driver.  

Warning: Be sure to click Apply to save any changes fore moving onto another tab, 
or closing the Admin UI.  

Create a New Store  

1) From the Storage tab, click New  

 

Figure 4: Sample New Storage Driver  

2) Enter a Name for the new storage driver  

3) If desired, check Enabled  

4) Select NTFS from the “Type” dropdown  

5) Enter the desired Date Range  

6) Enter the appropriate Path  

7) If desired, check to apply Permissions  

8) Click Apply to save the new store  
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Delete a Store  

Only Stores that do not contain archived items can be deleted. Additionally, the Default 
store cannot be deleted; there must be at lease one enabled store at all times for items up to 
one day.  

1) Select the desired Store  

2) Un-check Enabled  

3) Click Delete  

Tip: See complete on-screen “Notes” at the bottom of the page for complete 
rules on deleting stores.  
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Rules 

Overview  

Rules can be created for All Groups, Individual Groups, All Users, Individual Users, and 
folders for Individual Users. Use the Active Directory “tree structure” on the left side of 
the page to navigate to the Group/User/folder for which you wish to create a Rule.  

The purpose of the ArtiSan rules system is to evaluate whether an item needs to be 
archived or stubbed and, if so, what retention period should be applied to the item. Rules 
in ArtiSan are processed in order from specific to general. User level rules are evaluated 
first then Group rules. Rule processing will stop when a rule has been satisfied, so user 
level rules take precedence over group level rules. In a situation where a user belongs to 
two groups and they both have different rules the rules are evaluated in the order of the 
groups as they are returned by Active Directory.  

A Rule Template can be created to allow you to create a Rule once and apply it to multiple 
Users and Groups without having to recreate the Rule each time. Additionally, Templates 
allow you to quickly make alterations to an existing Rule, again without requiring you to 
make the same change to all Users/Groups to which that Rule applies. Refer to the figure 
below for general overview of the Rules tab of Admin UI.  

 

Figure 5a: Rules tab of AMM Manager for Templates 
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Figure 5b: Rules tab of AMM Manager for a users 

Available Rules Options  

The following Rules options are available when creating Rules for Groups/Users/folder:  

• New Template  

·  Name – Enter a name for your template (only appears when you have 
“Templates” selected in the Rules tree, or are creating a new template see 
Figure 5a above)  

• Base Rule  

·  Edit Mode – select to complete the Form to create rules or to enter “Free Text” to 
manually enter the VB script into the Free Text field (replaces the form when 
you select “Free Text”) to create the Rule  

·  Archive items whose Date is older than: - enter number of days  

·  Archive items whose Folder is larger than: – enter MB size  

·  Archive items whose Size is larger than: – enter KB size  

·  Archive items whose Subject contains: - enter word or phrase to search against  

·  Archive items whose To: contains: - enter the email address of the message 
recipient (i.e. John Doe or jdoe@business.com) to search against  

·  Archive items whose From: contains: - enter the email address of the message 
sender to search against  

·  Archive items whose CC: contains: - enter the email address of the carbon copied 
message recipient to search against  
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·  Archived items whose BCC: contain: - enter the the email address of the blind 
carbon copied message recipient to search against  

·  Retention – enter the desired number of Years/Months to retain archived items 
based on this rule  

·  Stub Items – select to replace items on Exchange with a placeholder stub 
“Never”, “Immediately”, or “With Date older than…” If you select “With Date 
older than…” you will be prompted to enter the number of days after which an 
item will be stubbed. For stubbed messages, users will see that messages are 
being stubbed. Creating a Stub will change the preset Outlook Mail icon () with 
the Archived icon (). Additionally, the body of the stubbed message will appear 
visually different. See figures below.  

Note: Since messages cannot be stubbed without bein g archived, if you 
select to stub “with date older than”, this date mu st be equal to or greater 
than the specified no. of days for “Archive items w hose date is older than”. If 
you enter a stub date that is prior to the archive date, you will receive an on-
screen error message indicating such when you Apply  the rule.  

Figure 6: Outlook user mailbox, Stub created  

Note: If the administrator has applied a Rule that stubs should not be created, but an 
Outlook user manually archives a message with the optionally installed toolbar, that 
message will appear as a stub.  

·  Additional Rules (This section with will be displayed if you select anything else 
except “Templates” in the Rules tree see Figure 5b above) 

o Inherit settings – check this box to have the selected individual 
Group/User/folder inherit the rules from its parent User/Group. This 
selection only appears when a child Group/User/folder is selected in 
the Active Directory tree  

o From Template – select the Rule Template you wish to apply to the 
Group/User/folder selected. The template rules will be IN ADDITION 
to any entries made in the form. This field does not appear when a 
Template is selected in the Active Directory tree  

·   Committed Rules Summary (Aggregate) – shows the aggregate rules applied to 
the selected Group/User/folder/template.  
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Figure 8: Sample Committed Rules Summary  

 

·  Preferred Language  

oThis shows the current “Preferred language” for the selected entry. 
This the language that the message for a stubbed item in Outlook 
and the Message details pane of the search service  will be 
displayed to the user. 

oThe drop down menu allows a different language to set for the user 
currently selected entry. (Contact your local AMM support for the 
availability of languages in your area.) 

oThe Default language is set at install and in the current version is 
English 

·  Bulk Restore 

oThis allows the end user to perform restores on their own mailbox. 
When enabled, the end user will be presented with the User 
Maintenance page (see User Maintenance under the Maintenance 
page below) in Outlook. This a default page for a “Bulk Restore” 
folder in the Folder list in their Outlook. 

oThe second box places a restriction on the maximum age of items that 
an end user can restore - default 30 days. 

oIf the option to “Allow Users to Bulk Restore Public Folders” has been 
enabled on the Settings Page (see above) then an additional check 
box will be displayed to enabled this function for this user. 

 

Rules Actions  

When creating Rules, you can take several actions via buttons below the Rules Text area.  

• Apply – applies any changes you have made since the last Commit*  

• Reset – returns all selections to the state as of the last Commit*  

• Delete – deletes the Rule that is currently applied to the selected 
Group/User/folder/template  

• *Commit – Commits any changes/additions to the system and the Rules file  

• New template – allows you to create a new template. Only appears when you have an 
already created template selected in the Active Directory tree.  

Warning:  You must Commit your changes to update the system and the Rules file.  

You will receive an on- screen message if you have a Rule(s) that have not been 
Committed. See figure below.  
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Figure 9: Sample Rules not Committed message  
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Templates  

Creating Templates allows you to quickly make changes to Rules that apply to multiple 
User/folders/Groups. When you makes changes to the Template, the Rules for each 
Group/User/folder based on that template automatically update, vs. having to manually 
update each Group/User/folder you wish to change.  

Create a New Template  

1) Expand “Template” in the Active Directory tree. Only when “Template” or the name of 
a previously created template is highlighted will you be able to create a template  

 

Figure 10: New Template  

2) Enter a Name for your template and complete the form as desired  

3) Select the new Template name from the Template tree and make your selections in 
the Generated Rule area  

4) Apply , then Commit to save your new Rule Template  

Once you have created a Template, the name will appear in the Template tree. 
Additionally, if you have a template name selected, a button to create a New template will 
appear beneath the Apply/Reset/Delete buttons. To create another template, simply click 
New template.  
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Figure 11: Rule Template added  

Apply a Template  

1) Expand the Active Directory tree and select the desired Group/User/folder  

2) Select the desired Template from the “From Template” dropdown in the Additional 
Rules area  

a) If desired, complete the form to add any additional criteria  

3) Click Apply , then Commit  

Edit a Template  

1) Select the desired Template from the tree  

2) Make any desired changes  

3) Click Apply , then Commit  

Creating Rules  

Rules can be created for all Users or Groups (top level in the tree), Individual Users or 
Groups (second level in the tree), and user folders (third level in the tree).  

1) Select the desired Group/User/folder  

2) Complete the form as desired  

a) If creating a Rule for an individual Group/User/folder, and you wish to inherit 
the setting of its parent, check Inherit Settings  

b) If you wish to apply a Template, select the Template from the From Template 
dropdown  

3) Click Apply , then Commit  
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Editing Rules  

1) Select the desired Group/User/folder  

2) Make any desired changes  

3) Click Apply , then Commit  

Deleting Rules  

1) Select the desired Group/User/folder  

2) Click Delete  

3) Click Commit  

Rules Precedence  

A rules tree structure is created through a combination of queries to active directory and 
the information contained in the file Rules.xml contained in the ArtiSan data directory. 
The system has a built-in strategy for traversing the tree. In general, the system looks for a 
node specific to the message and then searches iteratively to ever more general rules that 
might apply to the message.  

The ArtiSan system refers to nodes in the rules tree as a rule and notates it by the path that 
describes the location of the rule in the tree. There are four root folders (TEMPLATES, 
GROUPS, USERS and PUBLIC FOLDERS). Under USERS is a list of all the user 
mailboxes in the system (if the list is large, then these may be grouped according to the 
first letter of the account name). Let's suppose you have three users Tom, Dick and Harry. 
Then there are rules for /USERS/Tom, /USERS/Dick and /USERS/Harry. Tom and Dick 
may be members of a group "Marketing" and all three in a group called "Sales". 
Consequently, simply by virtue of the fact that the groups Marketing and Sales exist in the 
ADS, there are rules for /GROUPS/Marketing and /GROUPS/Sales. Equally, Tom may 
have a folder in his mailbox called "Inbox" and so there is a rule for /USERS/Tom/Inbox. 
NOTE: the fact that nothing is defined for a particular node in the tree does not mean that 
a rule does not exist, but simply that there is no definition associated with that rule.  

Each rule in the tree has three properties, a scriptlet, an inherit flag and a delegate. Any or 
all of these properties can be undefined. The scriptlet is the VBScript that will be executed 
to evaluate the rule. The inherit flag determines whether the rules system should inherit 
rule information from the parent in the tree. The delegate indicates the name of a template 
rule to use for this node in the tree. If a rule is not defined, the system assumes that the 
script is empty, that the inherit flag is true and that there is no delegate. Let's suppose that 
a message is being evaluated in Tom's Inbox and that there are no rules defined. The rules 
system would search the tree in the following order:  

/USERS/Tom/Inbox 

/USERS/Tom 

/USERS 

/GROUPS/Marketing 

/GROUPS 

/GROUPS/Sales 

/GROUPS  

The system progresses from the specific (/USERS/Tom/Inbox) to the general (/USERS) 
because the inherit flag is by default true. Now, suppose we define a rule for Tom that has 
no scriptlet, but has the inherit flag false. Now the order of evaluation would be:  

/USERS/Tom/Inbox 

/USERS/Tom 
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/GROUPS/Marketing 

/GROUPS 

/GROUPS/Sales 

/GROUPS 

/USERS is missing because /USERS/Tom does not inherit from /USERS. We could also 
amend the system to define a template rule "MKT_RULE" and to delegate from the 
Marketing rule to that template. The order now becomes:  

/USERS/Tom/Inbox 

/USERS/Tom 

/GROUPS/Marketing 

/TEMPLATES/MKT_RULE 

/GROUPS 

/GROUPS/Sales 

/GROUPS 

We could add a script to the rule for /GROUPS/Sales, but this would not affect the 
traversal of the tree, but only the scripts that are collected during that traversal.  

Note Regarding Individual Users in excess of 400 

If your individual User base is greater than 400, the hierarchy of Users will display in the 
Active Directory list a little differently. In excess of 400 individual Users, the Users will 
display in alphabetical groupings. Simply expand the desired User grouping to view the 
individual Users.  

 

Figure 12: Individual Users in excess of 400  
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Note: Users will be grouped alphabetically by accou nt name, not necessarily 
by Last Name/First Name. For example, a User by the  name of Bob Smith, 
with an email account name of bsmith, this user wou ld be grouped in the B 
User grouping folder.  
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Maintenance 

The ArtiSan Admin UI allows the administrator to perform various Maintenance job 
types. A Tree structure similar to that in the Rules page is displayed. This starts at the 
highest level of Users (or “Users and Public Folders” if the process Public Folders on the 
settings page was enabled) and can be broken down to individual mailboxes. These can be 
further broken down in Mailbox folders. Different job types can be performed at the Top 
level compared to the mailbox and below levels. 

Top Level Job Types 

The top level job types are executed when the next scan is started by the Scheduler.  

Warning: These Job types  affect all mailboxes on the System. 

 

Figure 13: Top level Maintenance Job Types 

The job types available are:- 

·  Refresh Stubs – this would be required if you have changed the stub template 
or main retrieval URL. 

·  Recalculate Retention periods - This will recalculate the retention periods 
where the Rules or categorisation have changed for all mailboxes accessible 
to this System.  

·  Re-permission – This will reapply permissions to archived items from current 
Exchange permissions.  

Note: No entries will appear in the Maintenance tas ks display at the bottom 
of the page as for the Mailbox tasks below 

 Mailbox Level Job Types 

Mailbox level tasks are performed independently of the Scheduler Scanning cycle by 
a different Process. 
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Figure 13: Mailbox level Maintenance Job Types  

The job types available are 

·  Refresh Stubs – this would be required if you have changed the stub template 
(e.g. changed the preferred language for a particular users Mailbox) or main 
retrieval URL. 

·  Bulk Restore – This allows a mailbox (or select folders) to be restored in the 
Exchange server. E.g. if a user needs to work offline for a significant period of 
time this would allow access to previously stubbed items via the standard 
Outlook caching/.ost method. 

o Specify the numbers of days ago that the Restore should start from. 

o Optionally the period that re-stubbing will occur can be increased from the 
period stated (and previously set in the Settings page ). 

·  Re-permission – This reapplies permissions to archived items from current 
Exchange permissions. It does not grant access to all users of a single instance 
item)  

·  Reset – This restores all items and removes all AMM flags, as if AMM had never 
been used. 

Conformation can optionally be sent either to the currently logged in AMM Manager or to 
a specific e-mail address when the job has been completed. 

The relative priority of the job can be set (1-10 default is 5). 

To submit a job, click the Submit button, 

Once submitted a job will appear in Maintenance tasks task table at the bottom of the 
page. This can be filtered by Outstanding, Completed or All, by job Type, and in the case 
of Completed and all by age. 
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Setting up Jobs 

To set up a job at the Mailbox level select the mailbox name, chose the job type and click 
the Submit button 

To set a rule at the folder level expand the mailbox and click the checkbox for each folder 
(or sub-folder) required, then click the Submit button. 

 

Figure 14: Example of a Re-permission job type at folder level  
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Monitoring  

The ArtiSan Admin UI allows the administrator to monitor basic statistical information 
collected by the various ArtiSan components. This allows the administrator to be able to 
predict likely issues and to proactively resolve them.  

Monitoring via the AMM Manager  

The Monitoring tab of the Admin UI contains basic information regarding the ArtiSan 
system. Move the mouse over the statistics to view more information.  

 

Figure 13: Sample Monitoring tab, with “mouse-over” tool-tips  

“Date and Time of Launch” indicates when the system is booted/rebooted. Restarts 
counted include both manual and automatic restarts to the system.  

The statistics displayed is for a rolling twelve (12) hour window. “Current” is as of the 
most recent scan. The present time frame is displayed in green.  

The following statistics are captured and displayed on the Monitoring tab:  

• No. Scans – the number of scans pf the entire Exchange system completed in this 
timeframe  

• No. Users Scanned – the number of users that have been scanned in this timeframe  

• No. Folders Scanned – the number of folders that have been scanned in this 
timeframe  

• No. Items Scanned – the number of items (messages, plus additional documents 
stored in mailbox) that have been scanned in this timeframe  

• No. Items Tested – the number of items (messages, plus additional documents 
stored in mailbox) that have been tested for archival in this timeframe  
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• No. Items Archived – the number of items (messages, plus additional documents 
stored in mailbox) that have been archived in this timeframe  

• No. Items Stubbed – the number of items (messages, plus additional documents 
stored in mailbox) that have been stubbed in this timeframe  

• No. Items Retrieved – the number of items (messages, plus additional documents 
stored in mailbox) that have been retrieved in this timeframe  

• No. Migrations – the number of attempts to migrate between stores in this 
timeframe  

• No. Items Migrated – the number of items (messages, plus additional documents 
stored in mailbox) that have been migrated between stores in this timeframe  

• No. Rules Evaluated – the number of rules evaluated in this timeframe  

• No. Bytes Stored – the number of bytes that have been stored in this timeframe  

• No. Bytes Retrieved – the number of bytes that have been retrieved in this 
timeframe  

• No. Bytes Migrated – the number of bytes that have been migrated between stores 
in this timeframe  

• No. Queue Files Scanned – the number of Queue files that have been scanned in 
this timeframe  

• No. Queue Files Processed – the number of Queue files that have been processed in 
this timeframe  

• No. Items Restored – the number of items (messages, plus additional documents 
stored in mailbox) that have been restored to mailboxes in this timeframe  

To view a rolling 24-hour time frame in chart format, click the chart icon next to the 
desired statistic. This will open the chart in a separate window.  

 

Figure 14: Sample chart displaying a rolling 24-hour Scan detail  
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Log 

The Log page of the ArtiSan Admin UI provides the administrator with quick access to 
the ArtiSan log files.  

 

Figure 15: Sample Log page  

Scheduler Service  

The Scheduler Service section of the Log page allows you to Start and Stop and Refresh 
the Status of the service.  

 

Figure 16: Scheduler Service options  
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“Date and Time of Launch” indicates when the system is booted/rebooted. Restarts 
counted include both manual and automatic restarts to the system.  

Log File 

The Log file section of the Log page allows you to view your log files in one location.  

 

Figure 17: Sample log file details  

Use the buttons to the left to move through the log file list, Reload the log files, and 
Empty the log files.  

Trace Levels  

You can adjust the trace levels of the log files to best suit your firms needs. The trace 
levels can be set for the following items:  

• AMM Rules  

• AMM Engine  

• AMM Client  

• AMM Archiver  

• AMM COM Add-in  

• AMM Scheduler  

• AMM Requestor  

• AMM Migrator  

• AMM Request Proxy  

• AMM File Storage  

• LogView  

• PST Load  

The trace levels can be set for each item individually. Choose to log items at the most 
basic level (0) to the most verbose level (9). At any time you can also reset all trace levels 
back to zero (0) by clicking “Zero all”.  

Warning:  Be sure to click Apply to save any changes fore moving onto another tab, 
or closing the Admin UI.  

System Diagnostics  

To view the System Diagnostics, click “Click here to open the stand alone system 
diagnostics page in a new window.”  

The following information can be viewed:  
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• System Properties  

• Installed Component Checks  

• Services  

• AMM Web Virtual Directory Properties  

• AMM Registry Entries  

• AMM Software Versions  

• HTTP Headers  

• Session Object Properties  

• IIS Web Log  

• AMM Log File  
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PSTLoad Utility 

The PSTLoad utility performs two functions:  

• Searches the local network for PST files located in the Outlook profiles on machines  

• Imports the content of a PST file to a designated folder in Exchange  

Assumptions  

The PSTLoad utility assumes that you have Outlook Corporate Mode installed on the 
desktop. In addition, the user must have Domain Admin rights to perform the PST Search 
function. To perform the Import function, you must have Exchange Admin rights.  

Running PSTLoad  

The utility is part of the standard ArtiSan install and by default is located in the 
C:\Program Files\Saxonite\AMM\Bin directory.  

1) Navigate to C:\Program Files\Saxonite\AMM\Bin  

2) Open PSTLoad.exe  

Searching for PST Archives  

When you run the PSTLoad utility, it attempts to scan the network looking for other 
computers. For each computer that it finds, it looks in the profiles for each user on that 
machine and checks to see if there is a PST profile (located on that machine) referring to a 
valid PST file (either Outlook 97-2000 or Outlook 2003). If it finds a valid PST file, it 
checks to see if the file is readable. If a file is marked inaccessible, it is probably in use, 
and cannot be reliably opened without causing potential damage to the file. The utility 
then lists the file in its display.  

The PSTLoad utility display window will look similar to the figure below.  

 

Figure 18: Sample PSTLoad utility  

To perform this function across all machines in a domain, you must have Domain Admin 
rights. Clicking the Refresh button will repeat the scan process.  

Note: In a large domain, this may take some time.  

Importing PST files to Exchange  

The PSTLoad utility can also be used to import PST files to Exchange.  

1) From the PSTLoad display window opened above, select and double-click the 
desired PST file from the top pane. A pop-up dialog appears  



 

Saxonite ArtiSan Mailbox Manager Administration and Configuration Guide 3.1   page 36 

 

Figure 19: Import PST file  

2) Enter the name of the Exchange mailbox (User Name) to which the file will be 
imported  

3) Enter the Folder Name to be created in the above mailbox  

4) Click OK  

5) You will receive a confirmation message. Click Yes  

The content of the selected PST file is copied to the specified folder and transferred to 
Exchange. The PST content will now be backed up as part of the normal Exchange 
maintenance process. Assuming the AMM Scheduler is running, this content will now be 
archived along with the rest of the Exchange content according to the Rules set forth in the 
AMM configuration.  
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Virus Scanning 

Using antivirus software to scan the ArtiSan folders is not recommended. Due to the 
nature of the software, it is highly unlikely these folders can ever be infected. Additionally 
some of the ArtiSan folders can grow quite large in size Scanning these folders would 
therefore be time consuming; possibly creating disk contention and performance issues on 
the ArtiSan server(s).  

We recommend you modify your antivirus software settings to exclude the following 
ArtiSan folders from virus scanning:  

• Program folder  

• Data store folder  

• Index folder  

• Database folder  

• Database log folder  
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Searching Archived Messages  

ArtiSan allows you to search your archived email messages with the included Search 
Service.  

Accessing the Search Service  

The ArtiSan Search Service is part of the standard install. The location/URL was 
determined during install, typically http://<AMM server>/ammweb/find.asp .  

1) Open Internet Explorer  

2) Enter the URL for the Search Service. The Search Service displays as shown in 
the figure below  

 

Figure 20: Search Service  

Search Message Archives  

The Search Service can search archived messages based on Subject and body content, 
Sender/Recipient, received date range, message Priority and message file size.  

Note:  As an Administrator, you are able to search across the entire archive. 
Therefore, your search results may contain items ot her than from your own 
mailbox.  

1) Open the ArtiSan Search Service  

2) In the left-hand pane, make desired selections. You may make selections from one 
or more of the following criteria:  

a) Search for: – search for words or phrases within the Subject line, body content, 
and any attachments. Results contain all forms of the word.  

i) Enter words or phrases for which you wish to search.  

�� Separate words/phrases with a space to search for any of the words/phrases 
entered  
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�� Separate words/phrases with the word AND to search for all of the 
words/phrases entered  

�� Use quotation marks to search for exact phrase entered  

�� Place the wildcard operator * at the end of a word to find words 
“beginning with” the word entered (i.e. entering mail*, will return messages 
with both mail and mailbox)  

ii) Check in Subject to search in the Subject line for the words/phrases 
entered above  

iii) Check in Body (incl. Attachments) to search within the body and any 
attachments  

b) Sender/Recipient: – search based on the message sender and/or recipient  

i) In the Sender: entry field, enter an email address (john.doe@company.com) 
or “friendly name” (John Doe) if you wish to search by sender  

�� Place the wildcard operator * at the end of an entry to find names 
“beginning with” the entry  

ii) Select and/or from the dropdown box  

iii) In the Recipient: entry field, enter an email address or “friendly name” if 
you wish to search by recipient; this will include CC: and BCC: recipients  

�� Place the wildcard operator * at the end of an entry to find names 
“beginning with” the entry  

c) From:/To: – search based on message received date  

i) Click the down arrow () next to the From: entry field to select a start date 
from the pop-up calendar  

ii) Click the down arrow () next to the To: entry field to select an end date fro 
the pop-up calendar  

d) Priority: – search based on the Priority with which the message was sent  

i) Select the desired operator from the first dropdown box (=, > =, < =)  

ii) Select the desired priority level from the second dropdown box (All, 
Highest, High, Normal, Low, Lowest)  

e) Mail Size: – search based on the message size  

i) Select the desired operator from the dropdown box (>, <)  

ii) Enter the desired size limit, in kilobytes  

f) Messages in AutoPreview – search results will show/hide message preview  

i) Check Messages in AutoPreview to show the message preview in the 
Results list  

3) Click Search. The Search Results display.  
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Figure 21: Sample Search results with AutoPreview off and on  

View Search Results  

After performing a Search, you can scroll through the Results List pane and select a 
message of interest to view in the Message Detail pane. The Results List pane will display 
selected search criteria, as well as the number of search results.  

 

Figure 22: Search results page layout  

If the search results in more than 30 messages – 10 with AutoPreview – the results will 
display in multiple pages. In this case, a More button will display at the bottom of the 
Results list, as well as the number of total pages in your results set. When viewing results 
on pages beyond the first page, a Back button will also display  
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Figure 23: Results List pagination  

To view an individual message:  

1) From the Results List pane, select the desired message by clicking the message 
subject (will appear as a hyperlink)  

2) The selected message will display in the Message Detail pane  

View Attachments  

If a message selected in the Results List pane contains an attachment, a link to the 
attachment will display in the Message Detail pane.  

 

Figure 24: Sample message with attachment 

To view the message attachment:  

1) From the Message Detail pane, click the attachment name hyperlink  

2) The attachment will open in the Message Detail pane  
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Figure 25: View message attachment  

To return to the message, click the message Subject in the Results List pane.  

Save Search Results  

Search Results can be saved to a folder for further review. By default, ArtiSan will create 
an “AMM Searches” folder that will appear in your mailbox.  

To save Search Results:  

1) Run a desired search according to the steps above.  

2) Check the box next to the message(s) you wish to save.  

To save all messages on the current page, check the box in the column header row.  

Note:  Saving Search Results saves the results from the cu rrent page only.  

3) Enter a name for your search results in the entry box at the top of the Results List 
pane and click the Save icon 
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Figure 26: Save Search Results  

The saved Search Results appear as a sub-folder (labeled with the name you entered 
above) under the AMM Searches folder.  

 

Figure 27: Folder List with Saved Search Results  

Note: The messages in the saves search results are copies of the original 
message, and will be subject to any Rules that appl y to the original message.  
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ArtiSan Mailbox Manager Cold Backup  

This procedure is designed to support a cold backup of the ArtiSan system. The following 
instructions ensure the archive, archive database, indexes and Exchange backup will be 
synchronized.  

1) To prevent user initiated actions from accessing or adding data to ArtiSan while the 
backup processing going on stop IIS and the AMM Services (Scheduler and 
RequestProxy) on the ArtiSan Server. You may want to disable the RequestProxy to 
ensure Ad-hoc task restarts it automatically. You can restart these services once the 
full backup procedure is completed  

2) Begin data store backup procedures which can be run concurrently:  

a) Standard cold backup process for Exchange can be initiated at this point. The 
Exchange server shutdown, backup, and restart must be completed before 
restarting the AMM Services and IIS, but the two procedures can run concurrently  

b) When backing up the ArtiSan Corporate Edition, stop the Microsoft Content 
Indexer service to backup the full text indexing. Then follow the Microsoft 
directions available at the Microsoft Support site: 
http://support.microsoft.com/default.aspx?scid=kb;en-us;247093  

c) Begin the SQL Database backup from AMM  

d) Backup the data store for AMM  

The data store is located in one of two registry keys:  

i) If the default configuration has been overwritten - 
HKEY_LOCAL_MACHINE\SoftwareSaxonite\amm\amm\FileSto re  

ii) If the default has not been overwritten – 
HKEY_LOCAL_MACHINE\Software\Saxonite\amm\data  

3) Microsoft Content Indexer may be restarted once the AMM data store backup is 
completed (step 2.d)  

4) Once Exchange Backup (step 2.a) has been completed, the AMM services and IIS 
can be restarted  

 
 

 


